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3. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
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I 3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
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Paper No./Mail Date . 
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each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 
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DETAILED ACTION 

1. Claims 1-6, 8-10, 19-22 are pending. 

EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

, Authorization for this examiner's amendment was given in a telephone interview 
with Brian Schort (Reg# 41 ,309) on 9 March 2007. 

The application has been amended as follows: 

Claim 20. A method as claimed in claim 19 +8, comprising the step of storing on said 
smartcard a plurality of said PINs in order to permit access to different private keys and 
public key certificates having different file type properties, thereby enabling different 
authorization levels to be established. 
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Allowable Subject Matter 

2. Claims 1-6, 8-10, 19-22 are allowed. 

3. The following is a statement of reasons for the indication of allowable subject 
matter: 

4. Claim 1 defines the distinct feature of storing an authentication level indicating a 
number of PINs that must be input in order to access the smartcard. The closest prior 
art, Sudia, Deo, and Weiss teach the use of single PINs or multiple PINs, but fail to 
teach an authentication level indicating the number of required PINs. 

5. Claims 10 and 19 define the distinct feature of combining PINs to form a 
combined PIN to be compared with a PIN stored on the smartcard before digital signing 
operations are performed. The closest prior art, Sudia, Deo, and Weiss teach the use 
of single PINs or multiple PINs, but fail to teach the combining of PINs for use in 
comparing against a stored PIN and thus the cited prior art fails to anticipate or render 
the above limitation obvious. 

Conclusion 



6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L. Nalven whose telephone number is 571 272 
3839. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571 272 3811, The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Andrew Nalven 




